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	Purpose

	To provide assurance and updates from the Integrated Governance Division for Q2 2023-2024, specifically the following:
Information Governance Performance Report for Q2 2023-2024, including an update from the Information Governance Working Group.

Update on the progress of the Records Management SharePoint Implementation Programme 

	

	Recommendation: 
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	The Committee is asked to: 
Take assurance on the Information Governance Performance Report.
Take assurance that the Records Management SharePoint Implementation Programme is on track with the implementation plan.
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	Link to Public Health Wales Strategic Plan

Public Health Wales has an agreed strategic plan, which has identified seven strategic priorities and well-being objectives.  

This report contributes to the following:

	Strategic Priority/Well-being Objective
	All Strategic Priorities/Well-being Objectives

	Strategic Priority/Well-being Objective
	Choose an item.

	Strategic Priority/Well-being Objective
	Choose an item.

	

	Summary impact analysis  

	Equality and Health Impact Assessment
	No Equality and Health Impact Assessment is required.
 

	Risk and Assurance
	This report will provide assurance that: 

The Information Governance Management System is operating effectively. The risks associated with Information Governance are included in the Information Governance Risk Register.

The Records Management Sharepoint Implementation Programme is on track, re: Datix Risk 1453 - There is a risk that PHW will run ineffective and inefficient services through poor record keeping. This will be caused by a lack of a coherent, organisation wide records management system and process.

	Health and Social Care (Quality and Engagement) (Wales) Act
	This report supports and/or takes into account the Health and Care Standards for NHS Wales Quality Themes.

	Financial implications
	The Information Governance Performance report outlines the performance of the Information Governance Management System to further reduce the risk of breaches of data protection legislation with the associated risk of significant fines and sanctions from the Information Commissioner.

Progression of a corporate approach to Records Management has required financial investment. The full financial implications are addressed in the paper below.

	People implications 
	Progression of a corporate approach to Records Management will continue to require significant levels of training across the organisation. The full people implications are addressed in the paper below.



Purpose / situation


To provide assurance and progress updates from the Integrated Governance Division for Q2 2023-2024, specifically the following:
Information Governance Performance Report for Q2 2023-2024
Provide an update from the work of the Information Governance Working Group
Updates on the Records Management SharePoint Implementation Project.

This is a new report to the Audit Committee, providing a rounded report covering the broader aspects of Integrated Governance. 
Information Governance Update

The Information Governance team provide assurance through the board business reporting cycles that Public Health Wales maintains an Information Governance System in order to:

discharge its responsibilities to ensure the security and appropriate use of personal information; and
demonstrate compliance with data protection legislation.

Executive Director accountability and greater assurance that information risks are addressed is provided by Public Health Wales’s designated Senior Information Risk Owner (SIRO), the National Director for Public Health Knowledge and Research.

Information Governance is also supported by an operational level organisation wide risk register which is available on request. The information found in Appendix 1 outlines more detail as part of the Information Governance Performance Report Q2 2023-2024.

Freedom Of Information Act Compliance

Under the Freedom of Information Act 2000, the organisation is required to comply with the appropriate release of information within the legislative timeframe. 

In quarter 2, the number of missed deadlines has increased with an average response of 18 days.  This is over the Key Risk Indicator (KRI) of 15 days but is within the 20-working day deadline. In the main, deadlines are being missed because of the complexity of some of the requests, requiring significant time and resource to address from both the Directorate / Division concerned and the Information Governance Service. 
 
The Information Governance Service now has an Information Governance Support Officer, whose duties include the administration of the FOI system. This has included the design and implementation of a new administrative system for FOI handling through Sharepoint. It is too early to fully assess the impact upon performance, but initial signs are promising with good feedback received from Directorates.    

Subject Access Requests 

The number of requests has increased very slightly since the previous quarter, no deadlines were missed with an average of 12 days taken to respond and therefore well within the 30-day timescale.  

Personal data breaches 

Two incidents were reported to the Information Commissioner (ICO) during quarter 2. 

The first incident was where a third-party contractor that runs the database for the Welsh National Exercise Referral Scheme (NERS) ceased trading without warning.  This had the potential for service interruption which met the criteria to report to the ICO. This arrangement had been a complicated from the start as Public Health Wales inherited the system from the Welsh Local Government Association in 2022.

PHW continue to use the existing database and accept there may be some ongoing minor issues with this system as it is unsupported in relation to maintenance, until the new systems launch of Health Improvement Patient Information System (HIPAS) in the coming months. The ICO concluded that no further action was required.

The second incident involved a confidential document being shared in error with a supplier during a procurement exercise.  The confidential document included summaries of other supplier’s details and costing information. The investigation into this data breach is now complete, all parties have confirmed that they have deleted the document and have received an apology. The outcome from the ICO remains outstanding at this time.

The overall numbers of data breaches since the start of the pandemic appear to be reducing downwards. An extensive piece of work is currently underway with the Improvement Hub to identify and implement improvement initiatives and a number of recommendations have already been identified for consideration. These include:
•	A new Policy Framework for the organisation in compliance with the revised All Wales Information Governance Policy

•	A revised data breach assessment and reporting procedure to 
include disseminating the learning across the organisation
•	Improving security around the use of email for sharing personal data e.g., security of attachments, use of secure portal, disabling auto fill, etc


Mandatory Information Governance Training

Organisational wide compliance remains at 90% which is above the NHS target of 85%.  Corporate services remain out of compliance at 77% which is below the previous quarter of 84%.  This is driven by people on secondment out of the organisation, plus some of the non- executive director compliance, which is being discussed and may be picked up as part of the Board development programme going forward.

Directorates are regularly reminded to ensure that staff maintain complete and up to date Mandatory Information Governance Training as there is a risk that reportable data breaches may occur where staff are not compliant with their mandatory training.

The Information Governance Group (IGG) Update

The IGG met in June 2023 and subsequently in December 2023 (Quarter 3 will report). Discussions on the future format and direction of the Group are underway with the new SIRO, the National Director of Public Health Knowledge and Research. Work is underway to re-establish and strengthen the role of Information Asset Owners across the organisation in managing their respective information risks including the update and maintenance of Information Asset Registers (including the NHS Executive). The Group is also strengthening the links and decision making on Information Governance and Information Security and developing more efficient and effective reporting to the Business Executive Team. IGG will have a key role in dissemination and implementing the revised Information Governance policy and related procedures. These work elements will be completed by the end of quarter 4.

Assurance can be received that:-

The IG work of PHW is progressing and maturing in light of the Information Governance Development Plan, and to developing roles and relationship with the new SIRO.
-The role and responsibilities of IGG are being significantly strengthened to deliver more effective organisational oversight and management of Public Health Wales’s Information Governance Framework, policies and procedures (including the NHS Executive).

Records Management Project Update

In December 2022, investment was committed to the organisation’s Records Management (RM) Project in response to the recommendations of the report RM Business Case. The newly appointed Records Management Team have begun the implementation of SharePoint as the designated Electronic Document and Records Management System (EDRMS) for Public Health Wales, in addition to a corporate approach to Records Management, in accordance with the relevant legislation. The updated Project Plan can be found in:-  Appendix 2 Management Project Plan 2023-24.

The first phase of the programme focusses on creating SharePoint spaces for all Public Health Wales directorates, divisions, and teams, combining the records management needs of each service alongside the requirement for a common SharePoint business processes and framework. The format and structure of the SharePoint framework is established at the Administrator level of the system and ensures that data, documents, and records are held securely where required, provide accessibility to those who need it, and facilitate access to all other information.

The implementation of SharePoint is enabling services and teams to design their bespoke sites and libraries based on team needs and requirements, using robust permission access where required. 

To date, the following Directorates have transitioned over to SharePoint as their main document store: 

QNAHPS* 
Board Business Unit 
People and Organisational Development 
Data, Knowledge, and Research 

*Exception of National Safeguarding Service who are delayed until January, due to Director of NSS changes. 

The following objectives and deliverable have also been achieved in quarter 2 and 3. 

A SharePoint operational level working group has been established to share best practice, hints, and tips for additional uses such as Power BI Reporting and Power Automated workflows.
Improved version control as a result of development of libraries, which is saving time and reducing waste or risk around which documents are the most recent. 
Collaborative working, enabling teams to work with others in shared spaces.
Transferring communications from MS Teams, over to SharePoint to allow staff to have easier access to resources available to them, such as the Digital, Data and Design Authority within the Digital Knowledge and Research Directorate. 
Successfully added the first Health Board colleagues and partners that are external to NHS, to appropriate areas of PHW SharePoint sites, enabling cross organisation collaboration and simpler document control. This has identified and mitigated the issues that have been preventing this previously. 
Revised the Retention and Destruction Schedule, that is now PHW centric, rather than Health Board based as it was in previous iterations. 
Completed extensive training (295 hours) led by the RM Team between September and December, with majority of staff only requiring basic, end user training. 
Plan produced to deliver around 1000+ training hours in Q4, for End User, Super User and Power Apps, with a mixture of in house and external provider training. 

Records Management Project Risks

Throughout the project, risks have been documented and brought to the Project Board for discussion. 

The main risks identified are in relation to resource and this risk will continue through the life of the project and can be impacted by both the Records Management Team resourcing levels and the resource levels of the service. Consideration is being given to escalating the risk to the corporate risk register. Work is planned to transition services and teams at times suitable to them. Additional time is built in for slippage and the project can adjust timelines if required. 

Communication continues to be a risk, the team have attempted to cascade information to staff via the intranet and Yammer, but engagement levels could be better, and the RM continue their offer to attend Team/Division/Directorate meetings where possible, as well as publicise the work and progress of project, and showcase successes.

Records Management Project Issues

Issues have been identified at Directorate level and have been mitigated at the time of transition. Managing issues has allowed the project to learn lessons, including: 

Site Infrastructure needs to be in place prior to the team/division/directorate transition, for staff to have a working site to use as soon as they have completed end user training. This provides time for “trial and error” in advance of their go-live date. 

End user training is provided, but as with any systems-based change, the main learning happens when staff begin to use the system. Initially, some staff did not engage with the additional support materials that had been developed or request further support. As a result, we are encouraging staff to begin using SharePoint as soon as their training has completed and contact the RM team for any additional support that is needed.

3.3 Delays to Delivery 

As can be seen from the Delivery Confidence Assessment in Appendix 2, there are some elements to the project that have not been delivered within the initial expected timeline. These are all in relation to the Policy, Procedure and associated Guidance, which is now in near final draft form. The other elements to the project can continue to proceed prior to these being in place and will not impact overall delivery and completion. These activities will have been recovered well in advance of the project completion. 

Assurance can be received that the Records Management programme is progressing to the planned implementation timetable, with improving levels of engagement and communication with key stakeholders.

	
Well-being of Future Generations (Wales) Act 2015

	[image: Long Term - icon + wording]
	Analysis of trends the Information Governance team deal with and a proactive approach to FOI administration alongside a streamlined Records Management is essential to ensure the long-term viability and effectiveness of the organisation.

	[image: Prevention - icon + wording]
	Training and guidance on best practice plus adherence to Records Management policies will proactively prevent the organisation from failing to comply with legislation including the requirements of the Freedom of Information Act 2000 and the Public Records Act 1958.

	[image: Integration - icon + wording]
	Integrated Governance’s work is designed to integrate efficient processes and procedures for the benefit of all areas across the organisation.

	[image: Collaboration - icon + wording]
	Integrated Governance works regularly in collaboration with all PHW Directorates, and the Office for National Statistics have shared organisational learning from the recent implementation of a Records Management system.

	[image: Involvement - icon + wording]
	All parts of the business will be involved in developing the Records Management system to ensure its proper integration across all business areas and all staff are encouraged to provide feedback on the Integrated Governance products they would like to see or any assistance needed.


       Recommendation

The Committee is asked to: 
Take assurance on the Information Governance Performance Report.
Take assurance that the Records Management SharePoint Implementation Programme is on track with the implementation plan.
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Appendix 1

Glossary
	DPA
	Data Protection Act 2018
	
	KRI
	Key Risk Indicator

	DPO
	Data Protection Officer
	
	RIGM
	Risk and Information Governance Manager

	FOIA
	Freedom of Information Act 2000
	
	SAR
	Subject Access Request

	GDPR
	General Data Protection Regulation 2016
	
	SIRO
	Senior Information Risk Officer.

	ICO
	Information Commissioner’s Office
	
	
	

	IGWG
	Information Governance Working Group
	
	
	

	KPI
	Key Performance Indicator
	
	
	











	
	Freedom of Information
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	Mandatory Training
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	TBC
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	Code
	
	KRI - Normal
	
	KRI - Triggered
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A further increase in Freedom of Information requests with 68 received in the reporting period. Key risk indicator 2 and 3 have been triggered as there has been an increase in requests for three consecutive quarters. 
There were twelve Subject Access Requests received in the reporting period. All responses were sent within the 30 day deadline. Key risk indicators currently remain green.
Two data breaches were reported to the ICO this quarter. Key risk indicators remain green.
Mandatory training remains the same as at quarter 1. Corporate Directorate remain below the NHS target of 85%. 
Key risk indicators (KRI)
(For explanation of colour coding please refer to the subject specific pages)
Headlines
Compliance
Information Governance Management System
Performance and Assurance Report Quarter 2 – 2023/2024




[bookmark: FOIRequests]	Freedom of Information RequestsCompliance Status


		
	
	2 or more legislative non-compliances
	X

	
	Single legislative non-compliance
	

	
	Fully compliant
	


              


The average time to respond to requests was 18 days, which is over the KRI threshold of 15 days.  Twenty-one responses during Q2 went over the 20 day period, with these delays due to resourcing and the complex nature of the requests. 
Three exemptions were engaged under Section 38 (Health and Safety) as releasing this information could pose a risk to the organisation’s cyber security arrangements, Section 36 prejudice to the effective conduct of public affairs and Section 22 as the information is intended for future publication.
Key risk indicator 2 and 3 have been activated as there has been an increase in requests and requests remain above 50 for three consecutive quarters. The indicators are intended to provide early warning of risks to the organisation through non-compliance with legislative targets. Actions currently underway to mitigate the risk include formal training and certification of the new staff member, a new administrative system now in use through Sharepoint and increased awareness activities. In addition, the new approach to records management will undoubtedly make searching for and locating information quicker and easier, but it will be some time before the real benefits of this new system are realised. 

Narrative

	


	Performance Indicator
	No
	Target
	Remarks

	Total Requests Received
	68
	N/A
	

	Requests not requiring a response
	0
	N/A
	

	Full Release
	34
	N/A
	

	Partial release 
	0
	N/A
	

	Release declined – Exemptions engaged
	3
	N/A
	Section 38 – Health and Safety 
Section 36 – Prejudice to the effective conduct of public affairs
Section 22 – Intended for future publication

	Release declined – Information not held
	30
	N/A
	

	Deadline not met*
	18
	0%
	

	Requests overdue for release and still outstanding
	1
	0%
	Exemption being considered

	
	

	
	

	Key Risk Indicators
	Status

	KRI1
	Average time to release information >15 days for three consecutive quarters
	

	KRI2
	Increase in requests for three consecutive quarters
	

	KRI3
	Requests remain above 50 for three consecutive quarters
	




*Indicates legislative non-compliance






Data Protection (Subject Access) RequestsCompliance Status


		
	
	2 or more legislative non-compliances
	

	
	Single legislative non-compliance
	

	
	Fully compliant
	X


   






           


Twelve Subject Access Requests were received during the reporting period.  The requests were for personal data related to job application, health protection information, screening records, police request and more general requests for health records which were not held, and we advised to contact the GP.  All responses were sent within the timescale of one calendar month.
No exemptions were engaged.
Narrative



	
	Performance Indicator
	No
	Target
	Remarks

	Total Requests Received
	12
	N/A
	

	Full Release
	9
	N/A
	3 not held by PHW, advised to contact GP for healthcare record

	Release declined – Exemptions engaged
	0
	N/A
	

	Deadline not met*
	0
	0%
	

	
	

	
	

	
	

	Key Risk Indicators
	Status

	KRI1
	Average time to release information >25 days for three consecutive quarters
	

	KRI2
	Increase in requests for three consecutive quarters
	

	KRI3
	Requests remain above 10 for three consecutive quarters
	




*Indicates legislative non-compliance





Reported Data BreachesCompliance Status


	
	2 or more legislative non-compliances
	

	
	Single legislative non-compliance
	

	
	Fully compliant
	X


   		



 
 















 
 
There was a total of 11 data breaches reported during the period.  Two incidents required reporting to the Information Commissioner this quarter. 
There has been a steady decrease in data breaches over the past three years, but the data do not support any conclusions as to why this may be happening. The vast majority are very low risk breaches of GDPR provisions, which present little or no risk to the data subjects. Examples are where data are entered inaccurately on a person’s record, but the error is noticed and corrected quickly, or misfiling of documents in a record. Two additional charts are provided on this report to show the breakdown of incidents by sub-type and time taken to manage. These must be read with due consideration for the limitations of the Datix reporting system, and the known issue of data quality within Datix which the Datix team are working to improve through training. Whilst data breaches such as these are almost inevitable, given the amount of personal data that the organisation handles on a daily basis, there is clearly a need for further work. 
Key risk indicator 3 has been activated as there have now been ICO reportable data breaches over the past 3 reporting periods. The indicators are intended to provide early warning of risks to the organisation through non-compliance GDPR. Work is underway to mitigate the risk including an extensive piece of work which is ongoing with the Quality and Improvement Hub to identify quality improvement initiatives that can help to reduce the instances of data breaches. It is envisaged that this work will continue for the foreseeable future as part of the Information Governance Development Plan. In addition, several recommendations for improvement have already been submitted for consideration. 
 
 

Narrative









	Performance Indicator
	No
	Target
	Remarks

	Total no. of databreaches reported*
	11
	
	

	Databreaches reported internally after > 48hours*
	9
	
	

	Databreaches reported to ICO <72hours
	2
	
	

	Databreaches reported to ICO >72hours 
	0
	
	

	Databreaches reported to Data Subject
	0
	
	

	Key Risk Indicators
	Status

	KRI1
	Increase in reported data breaches for three consecutive quarters
	

	KRI2
	Increase in data breaches reported >48hrs for three consecutive quarters
	

	KRI3
	Data breaches reported to the ICO for three consecutive quarters
	
















                                  













*indicates legislative non-compliance




[bookmark: MandatoryTraining]Mandatory Training Compliance
	
	2 or more Directorates non-compliance with NHS Wales target
	

	
	Single Directorate non-compliance with NHS Wales target
	

	
	Fully compliant
	X






 

         

















 

 
 
Compliance remains the same since last quarter across the organisation. There has been a further decrease within the Corporate Directorate which includes the Board, Board Business Unit and the Executive Team now at 77% which is below the target of 85%.  
Narrative









	Performance Indicator
	No
	Remarks

	Directorates compliant with Public Health Wales target
	0
	Target currently suspended

	Directorates compliant with NHS Wales target
	9
	

	Directorates below 85% compliance
	1
	

	
	
	

	
	
	

	
	
	

	
	
	

	Key Risk Indicators
	Status

	KRI1
	3 or more Directorates below 85% compliance for 1 reporting period
	

	KRI2
	2 or more Directorates below 85% compliance for 2 reporting periods
	

	KRI3
	1 or more Directorates below 85% compliance for 3 reporting periods
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Trends over time
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Days / Number of requests




Response times per request (FOI)
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Working days to release




Trend since Jan 2020
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Days / Number of requests




Trend since Jan 2021

Total	2020-Q1	2020-Q2	2020-Q3	2021-Q4	2021-Q1	2021-Q2	2021-Q3	2022-Q4	2022-Q1	2022-Q2	2022-Q3	2022-Q4	2023-Q1	2023-Q2	2	4	10	10	8	10	11	5	8	2	6	6	13	12	Missed	2020-Q1	2020-Q2	2020-Q3	2021-Q4	2021-Q1	2021-Q2	2021-Q3	2022-Q4	2022-Q1	2022-Q2	2022-Q3	2022-Q4	2023-Q1	2023-Q2	0	0	2	0	1	2	2	0	0	0	0	2	6	0	Average	2020-Q1	2020-Q2	2020-Q3	2021-Q4	2021-Q1	2021-Q2	2021-Q3	2022-Q4	2022-Q1	2022-Q2	2022-Q3	2022-Q4	2023-Q1	2023-Q2	2	19	26	10	13	22	21	16	16	11	7	29	30	12	Quarter


Requests received / Average response




Trends over time

Total	2018-Q2	2018-Q3	2018-Q4	2019-Q1	2019-Q2	2019-Q3	2019-Q4	2020-Q1	2020-Q2	2020-Q3	2021-Q4	2021-Q1	2021-Q2	2021-Q3	2022-Q4	2022-Q1	2022-Q2	2022-Q3	2022-Q4	2023-Q1	2023-Q2	4	1	0	0	1	9	1	2	4	10	10	8	10	11	5	8	2	6	6	13	12	Missed	2018-Q2	2018-Q3	2018-Q4	2019-Q1	2019-Q2	2019-Q3	2019-Q4	2020-Q1	2020-Q2	2020-Q3	2021-Q4	2021-Q1	2021-Q2	2021-Q3	2022-Q4	2022-Q1	2022-Q2	2022-Q3	2022-Q4	2023-Q1	2023-Q2	0	0	0	0	0	3	0	0	0	2	0	1	2	2	0	0	0	0	2	6	0	Average	2018-Q2	2018-Q3	2018-Q4	2019-Q1	2019-Q2	2019-Q3	2019-Q4	2020-Q1	2020-Q2	2020-Q3	2021-Q4	2021-Q1	2021-Q2	2021-Q3	2022-Q4	2022-Q1	2022-Q2	2022-Q3	2022-Q4	2023-Q1	2023-Q2	19	27	0	0	8	14	13	2	19	26	10	13	22	21	16	16	11	7	29	30	12	Quarter


Requests received / Average response




Response times per request (DPA)

Days to respond	11	17	13	11	7	11	17	16	1	12	20	4	Deadline (31)	31	31	31	31	31	31	31	31	31	31	31	31	Average	11.666666666666666	11.666666666666666	11.666666666666666	11.666666666666666	11.666666666666666	11.666666666666666	11.666666666666666	11.666666666666666	11.666666666666666	11.666666666666666	11.666666666666666	11.666666666666666	Request number	1	2	3	4	5	6	7	8	9	10	11	12	Request reference no.


Working days to release




Data Breaches by Directorate or Divsion/Sub Category

Health Improvement	Alerts / notification / escalation failure	Communication issue with patient/service user	Incorrect result reported	Patient records/information inappropriately divulged	Patient records/information sent to wrong recipient (electronic and paper)	Staff records/information inappropriately divulged	1	1	Health Protection	Alerts / notification / escalation failure	Communication issue with patient/service user	Incorrect result reported	Patient records/information inappropriately divulged	Patient records/information sent to wrong recipient (electronic and paper)	Staff records/information inappropriately divulged	1	Microbiology	Alerts / notification / escalation failure	Communication issue with patient/service user	Incorrect result reported	Patient records/information inappropriately divulged	Patient records/information sent to wrong recipient (electronic and paper)	Staff records/information inappropriately divulged	1	Screening 	Alerts / notification / escalation failure	Communication issue with patient/service user	Incorrect result reported	Patient records/information inappropriately divulged	Patient records/information sent to wrong recipient (electronic and paper)	Staff records/information inappropriately divulged	2	4	POD	Alerts / notification / escalation failure	Communication issue with patient/service user	Incorrect result reported	Patient records/information inappropriately divulged	Patient records/information sent to wrong recipient (electronic and paper)	Staff records/information inappropriately divulged	1	Breaches by Incident Directorate/Division and Sub Category


No of Incidents




Incident Reporting Timeframes by quarter  

Incidents Closed	Q1 22/23	Q2 22/23	Q3 22/23	Q4 22/23	Q1 23/24	Q2 23/25	21	21	23	18	20	10	Incidents closed within acceptable time frames	Q1 22/23	Q2 22/23	Q3 22/23	Q4 22/23	Q1 23/24	Q2 23/25	14	13	16	10	12	6	Incidents closed not in acceptable time frames	Q1 22/23	Q2 22/23	Q3 22/23	Q4 22/23	Q1 23/24	Q2 23/25	7	8	7	8	8	4	Incidents open but over acceptable timeframes	Q1 22/23	Q2 22/23	Q3 22/23	Q4 22/23	Q1 23/24	Q2 23/25	29	7	7	2	1	1	Data Breach Timeframes by Quarter


No. of incidents




Reportable Databreaches by quarter

Total reported	20-1	20-2	20-3	20-4	21-1	21-2	21-3	22-4	22-1	22-2	22-3	22-4	23-1	23-2	43	36	45	35	42	34	42	37	50	28	30	20	21	11	ICO reportable	20-1	20-2	20-3	20-4	21-1	21-2	21-3	22-4	22-1	22-2	22-3	22-4	23-1	23-2	2	1	2	0	1	2	3	3	1	3	0	4	1	2	Data subject reportable	20-1	20-2	20-3	20-4	21-1	21-2	21-3	22-4	22-1	22-2	22-3	22-4	23-1	23-2	1	1	0	0	0	1	2	1	1	2	0	1	0	0	Breaches by quarter


No. Reported




Mandatory IG Training Compliance - Year to date
(Blue line represents organisational target (SUSPENDED) - Red line represents NHS Wales target)

2022-Q3	Organisation	HPSS	H	&	W	POD	QNAHP	O	&	F	Collab'tive	Knowledge 	WHO CC	Corp	Improvement Cymru	COVID 19	NHS Executive	0.91	0.9	0.88	0.86	0.95	0.97	0.9	0.98	1	0.83	0.92	2022-Q4	Organisation	HPSS	H	&	W	POD	QNAHP	O	&	F	Collab'tive	Knowledge 	WHO CC	Corp	Improvement Cymru	COVID 19	NHS Executive	0.9	0.89	0.86	0.95	0.98	0.92	0.97	0.96	0.87	0.89	0.92	2023-Q1	Organisation	HPSS	H	&	W	POD	QNAHP	O	&	F	Collab'tive	Knowledge 	WHO CC	Corp	Improvement Cymru	COVID 19	NHS Executive	0.9	0.89	0.85	0.98	0.96	0.88	0.97	0.96	0.84	0.94	0.9	2023-Q2	Organisation	HPSS	H	&	W	POD	QNAHP	O	&	F	Collab'tive	Knowledge 	WHO CC	Corp	Improvement Cymru	COVID 19	NHS Executive	0.90029999999999999	0.88	0.88	0.88	0.93	0.9	0.97	0.95	0.77	0.93	0.96	Directorate
(previous 4 quarters-oldest data to the left)


Compliance status
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				Implementation of a Records Management Service 																														Project manager:																																												Last reviewed:

																																		Project sponsor:												John Lawson 																																Next reviewed:



																												Planning												Delivery										% Complete										Interdependency																% Complete (beyond plan)

				ACTIVITY		PLAN START		PLAN END		DELIVERY START		DELIVERY END		ESTIMATED COMPLETION %
(TO DATE)		ACTUAL COMPLETION DATE		INTERDEPENDENCY NUMBER		NOTES		TIMESCALE

																						45047.0		45054.0		45061.0		45068.0		45075.0		45082.0		45089.0		45096.0		45103.0		45110.0		45117.0		45124.0		45131.0		45138.0		45145.0		45152.0		45159.0		45166.0		45173.0		45180.0		45187.0		45194.0		45201.0		45208.0		45215.0		45222.0		45229.0		45236.0		45243.0		45250.0		45257.0		45264.0		45271.0		45278.0		45285.0		45292.0		45299.0		45306.0		45313.0		45320.0		45327.0		45334.0		45341.0		45348.0		45355.0		45362.0		45369.0		45376.0		45383.0		45390.0		45397.0		45404.0		45411.0		45418.0		45425.0		45432.0		45439.0		45446.0		45453.0		45460.0		45467.0		45474.0		45481.0		45488.0		45495.0		45502.0		45509.0		45516.0		45523.0		45530.0		45537.0		45544.0		45551.0		45558.0		45565.0		45572.0		45579.0		45586.0		45593.0		45600.0		45607.0		45614.0		45621.0		45628.0		45635.0		45642.0		45649.0		45656.0		45663.0		45670.0		45677.0		45684.0		45691.0		45698.0		45705.0		45712.0		45719.0		45726.0		45733.0		45740.0		45747.0

		1		Recruitment of 2 RM officers - job advert to interview		5/1/23		3/31/25		5/1/23		8/1/23		100.0%		7/11/23						cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		  		  		  		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		

		2		Development of mini helpdesk 		5/1/23		3/31/25		7/1/23		9/1/23		100.0%		9/1/23						cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		

		3		Communication of Helpdesk availability via intranet and comms  		5/1/23		3/31/25		8/1/23		9/1/23		100.0%		11/7/23				Delay on comms plan, should be delivered by end of October but each directorate that are currently transitioning have been informed via training and briefings 		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cap		cap		cap		cap		cap		cap		cap		cap		cap		cap		cap		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		

		4		Development & Publication of RM Intranet Page 		5/1/23		3/31/25		7/17/23		9/1/23		41.0%						Delay due to staff absence. This has been linked to the SP Page as an alternative 		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		

		5		Publication of Policy, Policy Framework and supporting guidance documents 		5/1/23		12/1/23		7/1/23		11/1/23		100.0%						Date moved for completion, the policy still needs to go to Angela, then BET for approval. Will confirm BET meeting date in due course 		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp																																																																																																																																												

		6		Policy Publication 		7/1/23		8/1/23		6/1/23		11/1/23		100.0%						Dependency on agreement from BET and consultation 										cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp																																																																																																																																																				

		7		Procedure Publication 		7/1/23		8/1/23		6/1/23		11/1/23		100.0%						Dependency on agreement from BET and consultation 										cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp																																																																																																																																																				

		8		Guidance on the Creation, Retention and Destruction of Records Publication 		8/1/23		9/1/23		6/1/23		11/1/23		100.0%																cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp																																																																																																																																																				

		9		Guidance for staff records released						6/1/23		9/1/23																		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp																																																																																																																																																																						

		10		Training - via External Provider 						5/18/23		3/31/24								Additional training has been agreed and we will be sending further invites 						cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		  		  		  		  		  		  		  		  		  		  		  																																																																																																										

		11		Training - Via RM Officers 						9/1/23		3/31/25																																												cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		

		12		Policy and Procedure Training Module creation 								11/1/23																																																														cmp																																																																																																																																																				

		13		Release of Training materials for independent learning 						9/1/23		10/1/23		100.0%		10/9/23																																								cmp		cmp		cmp		cmp		cap		cap		cap																																																																																																																																																										

		14		Directorate and Divisional SharePoint site Creation 						6/1/23		6/1/24								All sites should be created and ready for use, at the latest 01/01/2024, to allow transition and development of the site prior to the project end date 										cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  																																																																																								

		15		Communications Planning & gradual release 						6/9/23		3/31/23										cmp		cmp		cmp		cmp		cmp		cmp																																																																																																																																																																																														

		16		Development of Site Owners group to dicuss issues and share knowledge 						8/1/23		10/31/23		100.0%		9/10/23				Member group has been invited to initial meeting which is to be held on 16th October. Further members to be invited as divisions/directorates start to transition 																												cmp		cmp		cmp		cmp		cmp		cmp		  		  		  		  		  		  		  		  																																																																																																																																																				

		17		Teams site and focus groups planned for sharing best practice, advise and support 						9/1/23		12/1/23		100.0%		9/10/23																																								cmp		cmp		  		  		  		  		  		  		  		  		  		  		  		  																																																																																																																																												

		18		Hold meetings with Business Managers from each division to agree go live date based on resource and other priorities 						6/9/23		12/1/23								Business managers will give key dates they would like to avoid if possible, to avoid conflicting priorities where possible, but will need to make adjustments if required to suit the plan.  Meetings have been completed, but transition dates for Screening, Microbiology, Health Protection and H&W to be confirmed. 												cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp																																																																																																																																												

		19		Improvement Cymru Transition to SharePoint 								12/1/23		100.0%		12/1/23				Improvement Cymru have stalled on their transition, due to not having site infrastructure in place and conflicting priorities. We are continuing with support, bu they will progress with training organised from their own budget. New date of 1st December for end date 																																																														cmp																																																																																																																																												

		20		Completion of QNAHPs transitiont to SharePoint 						7/1/23		3/31/24								Many of the QNAHPs directorate are already using SharePoint, there are some teams within Quality & Nursing and the NSS left to transition, due to Director of service changes 																		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		  		  		  		  		  		  		  		  		  		  		  																																																																																																										

		21		Directorate 3 Transition to SharePoint POD & BBU						8/14/23		10/9/23		100.0%		10/9/23																																				cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp																																																																																																																																																										

		22		Directorate 4 Transition to SharePoint - Data, Knowledge & Research  						10/23/23		12/18/23		100.0%		12/18/23				Completed 																																																				cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp																																																																																																																																						

		23		Directorate 5 Transition to SharePoint WHO CC and Ops and Finance 						1/8/24		3/31/24								This transition has been extended to 31st March, due to 2 directorates transitioning at the same time, in order to accomodate training and support. Also due to Easter holidays being a period of time that  usually has a high amout of annual leave. 																																																																										cmp		  		  		  		  		  		  		  		  		  		  		  																																																																																																										

		24		Directorate 6 Transition to SharePoint Screening 						4/15/24		6/14/24								Screening already have all their sites set up. We will be working with all teams to train staff in further use. 																																																																																																						  		  		  		  		  		  		  		  		  																																																																																				

		25		Directorate 7 Transition to SharePoint Health Protection and Microbiology 						4/15/24		10/1/24								Much longer transition for this business area, due to the number of people that will require training and the number of sites that will need to be set up 																																																																																																						  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  																																																				

		26		Directorate 8 Transition to SharePoint Health and Wellbeing 						9/16/24		11/15/24								Directorate page has been set up through discussions with Chris Orr. Looking to build most of the site before releasing to all staff, dates may change. Will likely overlap with Screening and HPSS																																																																																																																																																		  		  		  		  		  		  		  		  		  																																								

																																																																																																																																																																																																																														

		28		Audit Process Development 						6/1/24		10/1/24																																																																																																																										  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  		  																																																				

		29		Establish what elements of SharePoint and Teams sites will be included in the Audit 						6/1/24		8/1/24																																																																																																																										  		  		  		  		  		  		  		  		  		  																																																																						

		30		Develop an audit plan and timelines for individual site checks 						8/1/24		10/1/24																																																																																																																																												  		  		  		  		  		  		  		  		  		  																																																				

																																																																																																																																																																																																																														

																																																																																																																																																																																																																														







RM_DC (blank)

		Implementation of a Records Management Service 



		Delivery Confident Assessment (DCVA) against Project / Programme Plan



		Reporting Period:		13-Sep-23



		Overall status against agreed Deliverable

		RAG		Status		No of Deliverables

		l		On track		11

		l		Work started but stalled; still likely to be delivered		0

		l		Will not or unlikely to be delivered		8

		l		Stood Down 		0

		l		Completed		9



		Total number of Deliverables				28



		Overall Assessment - Programmes / Projects

		RAG Status		Deliverable		Interdependencies						Target End Date
(if relevant)		Forward Look - key dates										Comments

		Black		Recruitment of 2 RM officers - job advert to interview								8/1/23

		Black		Development of mini helpdesk 								9/1/23

		Black		Communication of Helpdesk availability via intranet and comms  								9/1/23

		Red		Development & Publication of RM Intranet Page 								9/1/23

		Red		Publication of Policy, Policy Framework and supporting guidance documents 		Claire Birchall has reviewed, amendments being made by RM team						11/1/23

		Red		Policy Publication 								11/1/23

		Red		Procedure Publication 								11/1/23

		Red		Guidance on the Creation, Retention and Destruction of Records Publication 								11/1/23

		Red		Guidance for staff records released								9/1/23

		Green		Training - via External Provider 								3/31/24

		Green		Training - Via RM Officers 								3/31/25

		Red		Policy and Procedure Training Module creation 								11/1/23

		Black		Release of Training materials for independent learning 								10/1/23

		Green		Directorate and Divisional SharePoint site Creation 								6/1/24

		Red		Communications Planning & gradual release 								3/31/23

		Black		Development of Site Owners group to dicuss issues and share knowledge 								10/31/23

		Black		Teams site and focus groups planned for sharing best practice, advise and support 								12/1/23

		Black		Hold meetings with Business Managers from each division to agree go live date based on resource and other priorities 								12/1/23

		Black		Improvement Cymru Transition to SharePoint 								12/1/23

		Green		Completion of QNAHPs transitiont to SharePoint 								3/31/24

		Black		Directorate 3 Transition to SharePoint POD & BBU								10/9/23

		Black		Directorate 4 Transition to SharePoint - Data, Knowledge & Research  								12/18/23

		Green		Directorate 5 Transition to SharePoint WHO CC and Ops and Finance 								3/31/24

		Green		Directorate 6 Transition to SharePoint Screening 								6/14/24

		Green		Directorate 7 Transition to SharePoint Health Protection and Microbiology 								10/1/24

		Green		Directorate 8 Transition to SharePoint Health and Wellbeing 								11/15/24

												

		Green		Audit Process Development 								10/1/24

		Green		Establish what elements of SharePoint and Teams sites will be included in the Audit 								8/1/24

		Green		Develop an audit plan and timelines for individual site checks 								10/1/24

												

												



		Risks and Issues

		Status		Risk		Mitigation						Where risk is held / managed

		Green		There is a risk that the resources identified as required could be inadequate to deliver Phase 2 in the timescales set out		We have enagaged a recruitment agency who are able to support us with additional staff if required. 						Project Team 

		Green		There is also a risk that the resources could deliver the work in a shorter space of time, although clearly that would be beneficial and will allow other elements of work that are related to RM to proceed earlier than planned. 		We have developed work on digital asset management and guidance for the management of staff records. 						Project Team 

		Green		There is a risk that conflicting priorities of the various directorates and teams may result in a delay in their input for required elements of work 		Org chart creation / engagement with EAs across PHW. Multiple responses from each business area will help clarify whether we have gathered the required information. We will follow up with business leads once we have a draft of the repository to see if we have accurately captured all business areas. 						Project Team 

		Green										Project Team 

		Green										Project Team 

		Green										Project Team 

		Green

		Status		Issue		Mitigation						Where issue is held / managed

		Green

		Green

		Green

		Green

		Green

		Green

		Amber

		Green

		Green





Comms Plans 

																				5		6		6		6		6		7		7		7		7		7		8		8		8		8		9		9		9		9		10		10		10		10		10		11		11		11		11		12		12		12		12		1		1		1		1		1		2		2		2		2		3		3		3		3		4		4		4		4		4		5		5		5		5		6



				Communications Plan 																												Project manager:												Katie Donelon 																																Last reviewed:

																																Project sponsor:												John Lawson 																																Next reviewed:

																										Planning												Delivery										% Complete										Interdependency																% Complete (beyond plan)

				ACTIVITY		PLAN START		PLAN END		DELIVERY START		DELIVERY END		ESTIMATED COMPLETION %
(TO DATE)		ACTUAL COMPLETION DATE		NOTES		TIMESCALE

																				45075.0		45082.0		45089.0		45096.0		45103.0		45110.0		45117.0		45124.0		45131.0		45138.0		45145.0		45152.0		45159.0		45166.0		45173.0		45180.0		45187.0		45194.0		45201.0		45208.0		45215.0		45222.0		45229.0		45236.0		45243.0		45250.0		45257.0		45264.0		45271.0		45278.0		45285.0		45292.0		45299.0		45306.0		45313.0		45320.0		45327.0		45334.0		45341.0		45348.0		45355.0		45362.0		45369.0		45376.0		45383.0		45390.0		45397.0		45404.0		45411.0		45418.0		45425.0		45432.0		45439.0		45446.0		45453.0

				Meeting with Laura Overton to discuss project comms plan 		6/1/23		3/31/25		8/9/23		8/9/23		34.3%						cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 						ü

				Introduction to the Team 		7/15/23		7/31/23		7/15/23		7/31/23		100.0%																		cmp		cmp		cmp		cmp																																																																																								

				Communication of Helpdesk & shared inbox 						8/1/23		8/31/23																										cmp		cmp		cmp		cmp		cmp																																																																																

				Communication of Policy and Procedures 																																																																																																																										

				Training available 						8/1/23		3/31/23								cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp																																																																																								

				Communication of Progress and Directorate roll out. 						8/1/23		3/31/25																										cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		cmp		   		   		   		   		   		   		   		   		   		   		   		   		   		   		   		   		   		   		   		   		   

				Regular publication of FAQs 																																																																																																																										

				Regular reminders of importance of Metadata and reason for use. 																																																																																																																										

																																																																																																																														

																																																																																																																														

																																																																																																																														

																																																																																																																														

																																																																																																																														

																																																																																																																														

																																																																																																																														

																																																																																																																														

																																																																																																																														

																																																																																																																														

																																																																																																																														

																																																																																																																														







Staff Per Directorate 

		Directorate & Division		Headcount		FTE

		 Corporate Directorate		29		23.52		Done 

		 Data, Knowledge and Research Directorate		110		101.87

		 Health & Wellbeing Directorate		145		129.78

		 Health Improvement Division		102		90.76

		 HWB Mgt and Admin Division		13		11.74

		 PCIC Division		30		27.28

		 Health Protection and Screening Services Directorate		1,476		1,287.16

		Covid		44		31.80

		 Health Protection Division		207		193.28

		 HPSS Corporate Division		7		7.00

		 Microbiology Division		652		586.65

		 Screening Services Division		544		448.43

		 SPRs Division		22		20.00

		 Hosted Directorate		169		162.61

		 Collaborative Division		147		141.29

		 Finance Delivery Unit Division		22		21.32

		 Improvement Cymru Directorate		92		86.24

		 Operations and Finance Directorate		134		128.92		Planned 

		 Communications Division		22		20.20

		 Estates, Safety and Facilities Division		11		11.00

		 Finance Division		32		31.64

		 IM&T Division		56		53.33

		 Strategic Programmes Division		13		12.75

		 People & OD Directorate		39		33.07		Done 

		 Quality Nursing & Allied Profs Directorate		50		39.53		Halfway 

		 Integrated Governance Division		9		8.40

		 National Safeguarding Division		13		10.90

		 Quality & Nursing Division		28		20.23

		 WHO Collaborating Centre		71		64.35

		 ACE's Hub Division		7		7.00

		 International Health Division		22		20.45

		 Policy Division		21		18.09

		 Projects Division		5		5.00

		 WHO CC Management Division		16		13.80

		Grand Total		2,315		2,047.04
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